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1 About this Book

This book describes what you need to get started with openCRX and how to
configure openCRX. Please note that this is a guide to set up a runtime
environment. Information on how to set up a development environment is
available in the file /core/README.

openCRX is the leading enterprise-class open source CRM suite. openCRX is
based on openMDX, an open source MDA framework based on the OMG's
model driven architecture (MDA) standards. This guarantees total openness,
standards compliance, a state-of-the-art component-based architecture, and
virtually unlimited scalability.

1.1 Who this book is for

The intended audience are openCRX administrators and advanced users.

1.2 What do you need to understand this book

This book describes how to install openCRX and how to configure openCRX.
Even though it is possible to install openCRX without a deeper understanding
of J2EE applications, application servers, and database management systems,
it is still a plus if you are comfortable with these topics.

openCRX is an enterprise-class J2EE application. Installation, administration,
and maintenance of such applications is somewhat more involved than running
a simple setup.exe (or make install, for that matter). So please do not expect
that you will manage to install openCRX in 10 minutes as even experienced
administrators can easily spend an hour or more on their first install.

1.3 Tips, Warnings, etc.
We make use the following pictograms:

Information provided as a “Tip” might be helpful for various reasons:
time savings, risk reduction, etc. - it goes without saying that we
Tin advise to follow our guides meticulously

meticulous \muh-TIK-yuh-luhs\, adjective:
Extremely or excessively careful about details.

You should carefully read information marked with “Important”.

Ignoring such information is typically not a good idea.
Important

Warnings should not be ignored (risk of data loss, etc.)

T
arminn
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2 Prerequisites

Installing openCRX is a somewhat involved process as you are required to
install/configure various other components as well. In a first step, however,
you need to choose an appropriate selection of software packages, namely an
application server (click here for list J2EE-compliant application servers
supported by openCRX), a database management system (click here for list
of database management systems supported by openCRX), and a JDK.

Before you get started with the selection process, however, it is a good idea to
spend some time browsing the various pages containing information about the
products and reviewing the openCRX version compatibility information
provided at http://www.opencrx.org/faq.htm#versioncompatibility.

2.1 Selection of Software Packages / Versions

In the end, you will have installed several software packages and it
makes sense to write down the names and version numbers of these

L software packages - this information might be helpful in the future in
case you require support or want to file a bug report:

Required Software Packages | Information Name Version
openCRX CRM Suite www.opencrx.org |openCRX
openMDX MDA Platform www.openmdx.org |openMDX
Java 2 Platform BEA website [ 1 BEA JRockit JDK
Standard Edition IBM website [ 11BM JDK
java.sun.com [ ] Sun J2SE JDK

Java Build Tool ant.apache.org Ant [11.7.0
Application Server openCRX FAQ [ ] Bea Weblogic

[ 1 IBM WebSphere
see he!'e for information about [ ]1JBoss
deploying openCRX on Tomcat [ ]Sun AS
Database Management System |openCRX FAQ [ ] Oracle

[ 1DB/2

[ 1 MS sQL

[ 1 PostgreSQL

[]

MySQL



http://www.opencrx.org/faq.htm#db
http://www.opencrx.org/faq.htm#appserver
http://www.opencrx.org/faq.htm#appserverreq
http://www.opencrx.org/faq.htm#appserverreq
http://ant.apache.org/
http://java.sun.com/
http://www-128.ibm.com/developerworks/java/jdk/
http://www.bea.com/framework.jsp?CNT=index.htm&FP=/content/products/jrockit/
http://www.openmdx.org/
http://www.openmdx.org/
http://www.opencrx.org/
http://www.opencrx.org/
http://www.opencrx.org/faq.htm#versioncompatibility
http://www.opencrx.org/faq.htm#db
http://www.opencrx.org/faq.htm#db
http://www.opencrx.org/faq.htm#appserver
http://www.opencrx.org/faq.htm#appserver
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2.2 Installing JDK
Install the JDK.

Don't forget to set environment variables JAVA_HOME and JRE_15.

2.3 Installing Ant

Install Ant. Ant is required to build the openCRX runtime binaries.

Don't forget to set environment variables ANT_HOME and

ANT_OPTS.
Tin

2.4 Build the Runtime Binaries

Read the file /core/README included in the openCRX distribution. This
README contains important information, including how you can build the
Runtime Binaries from the distribution. The following is a short summary of
the relevant steps:

1. Expand opencrx-1.11.0-core.jre-1.5.zip to any directory
Create directory opt in the expanded directory

Expand openmdx-1.18.2-core.jre-1.5.zip to opt

Expand openmdx-1.18.2-portal.jre-1.5.zip to opt

Expand openmdx-1.18.2-security.jre-1.5.zip to opt

Expand openmdx-1.18.2-websphere.websphere-6.zip to opt
Open shell and cd to directory ./opencrx-1.11.0/core

ant install-src

N T L S o

ant assemble

10. EARSs are created in directory
.Jopencrx-1.11.0/jre-1.5/core/deployment-unit
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2.5 Installing / Configuring Database

As far as the database is concerned, the openCRX FAQ might give you some
guidance in making your choice (please note that the openCRX distribution
includes all the required configuration and deployment files for PostgreSQL,
MySQL, MS SQL, IBM DB/2 and Oracle). Various openCRX installation
guides for database management systems are available from
http://www.opencrx.org/documents.htm.

The remainder of this document assumes that you decided for MySQL and
hence - after following the openCRX Installation Guide for MySQL - you
should have a working installation of the MySQL database before you continue
with this guide.

2.6 Installing / Configuring Application Server

As far as the application server is concerned, your best bet is probably the
one you know best as long as it is J2EE-compliant (additional information
regarding the choice of an application server is available in the openCRX FAQ).
The openCRX distribution includes the required configuration and deployment
files for JBoss (which is also Open Source and free), Sun AS (platform edition
is free), BEA Weblogic, and IBM WebSphere. Installation guides are
available from http://www.opencrx.org/documents.htm.

The remainder of this document assumes that you decided for JBoss and hence
- after following the openCRX Installation Guide for JBoss - you should
have a working installation of the JBoss application server before you continue
with this guide. If you follow our application server installation guides you will
also install openMDX, the leading Open Source MDA platform.

Obviously, if you ended up making different choices, you can still follow this
guide. You might have to make some minor adjustments to the instructions
given here and some of our screen shots might look somewhat different from
what you will see on your screen.

Assuming you have JBoss up and running, the last few lines of your console
output should look similar to the following ones:

Listing 1: Console Output — JBoss startup

17:23:05,650 INFO [EARDeployer] Started J2EE application: file:/D:/jboss-4.0.5.GA/server/default/deploy/opencrx-core-CRX-Web.ear/
17:23:05,728 INFO [HttpllAprProtocol] Starting Coyote HTTP/1.1 on http-0.0.0.0-8080
17:23:05,759 INFO [Server] JBoss (MX MicroKernel) [4.0.5.GA (build: CVSTag=Branch 4 0 date=200610162339)] Started in 32s:141lms

Now you are ready to continue.



http://www.openmdx.org/
http://www.opencrx.org/documents.htm
http://www.opencrx.org/documents.htm
http://www.ibm.com/websphere/
http://www.bea.com/
http://developers.sun.com/prodtech/appserver/
http://developers.sun.com/prodtech/appserver/
http://www.jboss.org/
http://www.opencrx.org/faq.htm#appserver
http://www.opencrx.org/documents.htm
http://www.opencrx.org/documents.htm
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3 openCRX Setup and Configuration

Once the database is ready and openCRX properly deploys on your application
server there are still a few tasks left to set up and configure openCRX. This
chapter guides you through these tasks on a step-by-step basis.

3.1 Overview

Let us give you a brief overview of the tasks ahead before we get started:

+ Verify/Create Application Server Logins {openCRX/AppServer Admin}
+ First Login / Initial Setup as admin-Root {openCRX Admin}
o Create Data Segment “Standard” {openCRX Admin}
o Import Codes and Data {openCRX Admin}
o Set Access Levels of Codes {openCRX Admin}
+ Create a new User guest {openCRX Admin / Segment Admin}
o Create a new Subject guest {openCRX Admin}
o Create a new Principal guest in realm Default {openCRX Admin}
o Make new Principal guest member of group Users {openCRX Admin}
o Segment Administrator creates new Contact {Segment Admin}
o Segment Administrator creates new User {Segment Admin}

All right, let's get started.

3.2 Verify/Create Application Server Logins

For the following steps we assume that the openCRX administrator has
configured the users admin-Root, admin-Standard and guest with the
appropriate roles on the application server. In the case of JBoss this requires
creating/editing the files users.properties and roles.properties as follows:

Listing 2: File users.properties with syntax user=password

admin-Root=rootSecret
admin-Standard=adminSecret
guest=guest

Listing 3: File roles.properties with syntax user.Roles=rolel,role2,...
admin-Root .Roles=0OpenCrxRoot

admin-Standard.Roles=OpenCrxAdministrator
guest.Roles=OpenCrxUser

It is strongly recommended that you stay with the file-based
UsersRolesLoginModule for the user admin-Root. This simplifies the

mportaht  openCRX bootstrapping.
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3.3 First Login / Initial Setup as admin-Root

Connect to the login page of openCRX. The exact URL depends on your
deployment details. For a standard openCRX deployment to JBoss running on
your local machine and listening at port 8080 the URL is

http://localhost:8080/opencrx-core-CRX/Login
You should see the openCRX Login page as follows:

@ openCRX - Login - Mozilla Firefox mEx]

File Edit WView History Bookmarks Tools Help

<I','3| - - hQ'] ﬂj | http:f{127.0.0. 1:3080/opencrx-core-CRX Login |"| [}]

openCRX v1.11.0 (CRX) - Change login-header.html in order to customize this header

O pe NCrx
Login n_U's - English [Unitsa States)
Uszername:
Pasz=word:

Change login-note.html in crder to customize thiz note

openCRX v1.11.0 (CRX) - Change login-footer.html in order to customize thiz footer

Done /]

Figure 1: openCRX Login page



http://localhost:8080/opencrx-core-CRX/Login
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3.3.1

Login as admin-Root

Enter admin-Root into the field Username and then enter rootSecret into the
field Password (you may have chosen a different password, i.e. enter the
password you chose during installation/configuration of the application server):

L oy
& openCRX - Login - Mozilla Firefox =03
File Edit View History Bookmarks Tools Help
@ - - kf‘l fﬁ http:/127.0.0. 1: 3080 fopencrx-core-CRX Login ¥ | [
—
openCRX v1.11.0 ({CRX) - Change login-header.html in order to customize thiz header —
Login an_U's - English [Unitsd states)
Uzername: admin-Root
Pazzword: e Login
Change login-note.html in order to customize this note
i
Done 0

Figure 2: First login with admin-Root / rootSecret

Click the button to start the initialization process.

Tin

If you can't get past the login screen (with the correct Username and
Password, of course) and the Warning “"Browser must accept cookies”
keeps showing up need to verify your browser settings related to
cookies. If you have installed a personal firewall (e.g. ZoneAlarm)
you also need to verify those cookie settings. The application server
must be able to create/set a session cookie.
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The openCRX servlet is initialized during this first login, i.e. don't kill the

browser if it takes a while. The application console output will look similar to
the following listing:

Listing 4: Console Output - Initialization of the openCRX servlet

10:09:48,756 INFO [STDOUT] Wed Dec 13 10:09:48 CET 2006: Login: requestURL=http://localhost:8080/opencrx-core-
10:10:23,026 INFO [STDOUT] Inspecting /WEB-INF/config/filters

If you see lots of error messages on the console and/or your log files

"'} grow very fast (several hundred KB if not more) then it is quite likely
that your DB connection is not configured correctly. Please note that
there is absolutely no sense in continuing before you have fixed your
DB connection. You might want to verify

W
arning

e the spelling of the name of your DB (e.g. crx-CRX vs.
CRX_CRX)

e user name (e.g. system) and password (e.g. manager)

e permissions of the user, etc.
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After the successful startup of the openCRX servlet you see the start screen as
shown in the figure below. You should at least see the root objects
Administration, Codes, Security Realm, Security Policies, and Security

Subjects:
L '\
& openCRX - Administration - Administration - Mozilla Firefox M=)
File Edit W\ew History Bookmarks Tools Help
¢| - - lé] Gj | http:f/127.0.0. 1:3080/opencrx-core-CRY /Objectinspector Serviet?requestld=5dc 2|:|III|:IIII-| b | [3"]
*
0 e n C r_x admin-Root an_U% Logoff
p admin-Root@Root E Save Settings
“ Administration
™0 1 dministration ~o Administration X
E UoM= Edit wiew Actions  WWizards
0O
140 Codes
R Security Rea
& Configurations
(6] Policies
58 o 1] = Wew Edit  View
@ a [ ¥l D Name = Description =
August, 2007
Wt | Sum T ) T
Done (/]

Figure 3: Start screen of admin-Root
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3.3.2 Create Data Segment "Standard”

Execute the operation Actions > Create Administrator to create a new segment
and selected default accounts (including an administrator's account which
allows you to manage the newly created segment).

Set the field Segment name to Standard. Leave the field Admin principal
name empty and set the fields Initial password and Password again to * as
shown in the figure below:

-

3 openCRX - Administration - Administration - Mozilla Firefox g@
File Edit WView History Bookmarks Tools Help
‘3’3 - - l@" fﬁ htip://127.0.0. 1:3080 /opencrx-tore-CRY jObjectIinspector Servlet?requestld=5dc2dodo- | « | [
admin-Root an_LIs Logoff
Openc rx admin-Root@Root Save Settings

Create Administrator

i
F nput
E Segment name; Standard
o] Admin principal name:
A
Initial paz=word: o
EI:. Pasz=word again: * )
L =L
O % [ Cancel
August, 2007
http:/f127.0.0. 1:3080 fopencrx-core-CRY [ObjectinspectorServiet?requestld =5dc 2d0d0-548e-11dc-a 1b3-e308efa000118...

Figure 4: Create a new segment named Standard

Please verify the spelling of the segment name:

Standard (with a capital "S”).
Important
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Next you click OK to execute the operation Create Administrator which creates
the segment named Standard. The result of executing this operation should

look as follows:

3 openCRX - Administration - Administration - Mozilla Firefox

mEX]

File Edit WView History Bookmarks Toaols Help
Q‘j - - lé_:] ﬂj | http:ff127.0.0, 1:SDBDIDpEnn:rx—corE—CR:!{,."DbjectInspecb:rServlet?requesﬂd=Edcldllldl]—| b | [3‘]
-
O e n c rx admin-Root en_U3 Logoff
p admin-Root@Root E Save Settingz
“ Adminiztration
o]
™ A dministration ~o Administration x
E UoM= Edit wiew Actions  WWizards
0o
140 Codes
& Status: 0
a0 Security Realm
B Status meszage:
Bbl Security Policies =
B =
d Security Subjects
@ Hizstory Configurations
FT] Q, Hew  Edit  View 1
M = -
August, 2007 [ D Nams Description
% Su Tue Th s |
(]
4| i | m
Done (/]

Figure 5: Result of operation Create Administrator
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3.3.3 Import Codes and Data

openCRX is distributed with many code tables and several data files (e.g. unit
of measurement information, standard activity management process). Code
tables and data files must be imported from the provided XML files to make
them available to openCRX.

Execute the operation View > Reload and then click Yes to start the import:

—~o Administration X

Bt wiew actions  VWizargs
|

Risload

Staturs: 0

Status message:

Figure 6: Load Code Tables and Data - Step 1

=0 Administration

Are you sure you want to execute this operation?

]

Figure 7: Load Code Tables and Data - Step 2

Please note that this operation takes some time to complete as thousands of
objects are made persistent in your database during the import. The console
output will look similar to the following listing:

Listing 5: Console Output — Importing Codes and Data

10:31:59,894 INFO [STDOUT] Loading codes

10:31:59,894 INFO [STDOUT] Loading /WEB-INF/config/code/Root/en_US/accesslevel.xml
10:31:59,925 INFO [STDOUT] Loading /WEB-INF/config/code/Root/en US/accountcategory.xml
10:31:59,925 INFO [STDOUT] Loading /WEB-INF/config/code/Root/en US/accountrole.xml

10:32:00,300 INFO [STDOUT] Loading /WEB-INF/config/code/Root/de CH/accesslevel.xml
10:32:00,316 INFO [STDOUT] Loading /WEB-INF/config/code/Root/de CH/accountcategory.xml
10:32:00,316 INFO [STDOUT] Loading /WEB-INF/config/code/Root/de CH/accountrole.xml

13:18:02,441 INFO
13:18:02,457 INFO
13:18:02,488 INFO
13:19:06,585 INFO
13:19:06, 648 INFO STDOUT] Loading data

13:19:06,648 INFO STDOUT] Loading /WEB-INF/config/data/Standard/bug-and-feature-process.xml

[STDOUT] Loading /WEB-INF/config/code/Root/es CO/usageproductbaseprice.xml
[
[
[
[
[
13:19:07,384 INFO [STDOUT] Storing 26 objects
[
[
[
[
[
[
[

STDOUT] Loading /WEB-INF/config/code/Root/es CO/utcoffset.xml
STDOUT] Storing 1538 code entries
STDOUT] Done

13:19:10,093 INFO STDOUT] Loading /WEB-INF/config/data/Standard/contracts.xml
13:19:10,908 INFO STDOUT] Storing 1 objects

13:19:11,033 INFO STDOUT] Loading /WEB-INF/config/data/Standard/products.xml
13:19:13,022 INFO STDOUT] Storing 1 objects

13:19:13,319 INFO STDOUT] Loading /WEB-INF/config/data/Root/uom SI and Paper.xml
13:19:14,415 INFO STDOUT] Storing 42 objects

13:19:15,903 INFO STDOUT] Done
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3.3.4 Set Access Levels of Codes

Navigate to the package Codes by clicking on the Root menu entry Codes.
Then execute the operation Security > Set Access Level as shown below:

oo Codes X

Edit  Wiew  Sacurlty

st Owning Ussar.

Add Owning Group.
Ramove Owning Group.
Remove All Dwning Groups
$etioccessLewel.

b L a, b New  Edit  View
Figure 8: Execute Operation Set Access Level

Cislas

Set the parameters as follows (see also figure below):

Browse access level: [4] global
Update access level: [2] basic

Delete access level: [2] basic
Mode: [1] recursive
0o Codes
Browse access level: [4] global (all users) V
Update access level: [2] basic (group memberslv:
Delete access level: [2] basic (group mem bers_v:
Mode: i [1] recursive

= o)

Figure 9: Parameters of Operation Set Access Level

Please note that this operation also takes a fair amount of time to complete:

Codes

oo Codes X

Edit  View Sacunty

Statuz mezsage: {zetAccesslevel=1574}

Figure 10: Result of the Operation Set Access Level
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3.3.5 Restarting the Application Server

Please restart the application server. On Windows you can stop JBoss by typing
<CTRL>-C into the command window.

After stopping JBoss and before restarting JBoss it is strongly
advised that you delete the tmp and work directories:

jboss-4.2.1.GA\server\default\tmp
jboss-4.2.1.GA\server\default\work

Imporiant

On Windows you can start JBoss by executing run.bat located in the directory
jboss-4.2.1.GA\bin

3.4 Create a new User guest

Once your application server is up and running again and openCRX properly
deployed, new users are created with the following steps:

1. as admin-Root: create a new Subject

2. as admin-Root: create a new Principal in realm Default and link this
principal to the subject created in the previous step

3. as admin-Root: make Principal member of group Users
4. as admin-Standard: create a new Contact

5. as admin-Standard: create a new User and link this User to the contact
created in the previous step

The following sections will guide you through the creation of a new User guest
with permission to access the previously created segment Standard.




openCRX QuickStart - Version 1.11.0 openCRX Setup and Configuration

3.4.1 Create a new Subject guest

As admin-Root, navigate to the package Security Subjects and then create a
new Subject with the creator menu New > Subject as shown below:

& openCRX - Security Subjects - Security Subjects - Mozilla Firefox Mi==
File Edit Wew History Bookmarks Tools Help
Q‘E‘ - - @ Gj | http:/f127.0.0, 1: 8080 /opencrx-core-CR¥ ObjectinspectorServiet?requestid =9 19396 1- | A | [ ]
0 e n C rx admin-Root an_UVs Logoff
p admin-Root@Root E Save Settings

< Security Subjects

B8 A dministration a% Security Subjects X
E UOM= Edit  View
(i |
448 Codes
] oo De
SR s subjects
BOl Security Policies =
ag ) ] a, New Edt  iew 2
Security Subjects =]
@ L [l [] oesenption = Modified at —  ModiTisd by g subject |- craatsany = W
' 8/21/2007 B.r‘21f2[l[l$
E‘iﬂ admin-Root 11:53:31 admin-Root  11:53:31 admin-Root ¢
AN AM
A t, 2007 .
ugzuj 32112007 2112007
Wk Sun  Mon  Tue Wed Thu FH Sm =% admin-3tandard 31929 admin-Root 31929 admin-Root &
31 9 ' 3 4 PM PM
ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ (]
3 1y | (3|
Done (/]

Figure 11: Create a new Subject
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Enter guest into the field Description. More importantly, change the proposed
Qualifier to guest as shown in the figure below:

-

& openCRX - Untitled - Subject - Mozilla Firefox Mi=[=
File Edit WView History Bookmarks Tools Help

G‘J - - @ ﬂj | htn:::,.’,.’:lZ?.D.D.1:8DBD,.’DpEnn:rx-cu::rE-CR}{bejectInspecmrServlet?requesﬂd=1?&EDDED-| "| [}l

™

openCRX v1.11.0 (CRX) - Change edit-header.html in order to customize this header

admin-Root en_US

0 P e n C rx admin-Rooti@Root E

Untitled - Subject

Ganaral | Spstem

Smibject

De=cription: guest

Cualifer: (must be gnilgue, Le. leave unchanged unless jou know wihat you ans dolng.)
guest

Save% Cancel

Change edit-note.html in order to customize this note M

< | T 2]

http:/f127.0.0. 1:3080/opencrx-core-CRX fObjectinspectorServietfrequestld =17 500e0-5490-11dc-a 1b3-2308efa000 118...

Figure 12: Change the Subject's Qualifier to guest

The Subject Qualifier represents the Subject's Login name.

Important
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Next you click Save to store this new Subject. You should now see 3 Subjects
(including the newly created Subject guest) in the grid Subjects:

& openCRX - Security Subjects - Security Subjects - Mozilla Firefox -Jo&d
File Edit WView History Bookmarks Tools Help
Q‘J - - @ ﬂj | http: ff127.0.0. 1:BDBD;’DDEnn:rx—cu::rE—CFL'!{,.'DbjectInspecmrServlet?requesﬂd=5d3d142[]-| ¥ | [i*]
0 e n C rx admin-Root en_U% Logoff
P admin-Root@Root E Save Seftings

“ Security Subjects

as Security Subjects X [
™ Administration Edit View
E UON=
00 . - .
14 Codes Subject: guest [Edit]
&
#i Security Realm
. subscts
OB Security Policies
' il Q New Edit  View 13
o Security Subjects
G " [l [] oecenption = Modifledat = Modifiedby =  Createdat = Creatsdby = K
iztory =
2112007 212007
E‘iﬂ admin-Root 11:53:31 admin-Reot  11:33:31 admin-Root ¢
AM AM
August, 2007
?::-:. - SI212007 212007
= T Med T il 5 E‘iﬂ admin-Standard 315925 admin-Root 315925 admin-Root ¢
PM P
12112007 212007
S PR o guest 6:33.43 admin-Root  6:33:43 admin-Root ¢
7| = = 30 PM P

4| I | m
0

Done

Figure 13: Grid Subjects with admin-Root, admin-Standard, and guest
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3.4.2 Create a new Principal guest in realm Default

Next, you need to create a new Principal in realm Default.

Please make sure that you create the new Principal in realm Default
and not in some other realm - follow instructions meticulously!

Click on the package Security Realm in the root menu and then navigate to the
realm Default. You can do this - for example - by clicking on the bread crum
entry Security Realms as shown in the figure below:

- -
& openCRX - Root - Security Realm - Mozilla Firefox M=
File Edit WView History Bookmarks Tools Help
<I','3| - - lﬁ ‘m | httpsff127.0.0, 1:8080/opencrx-core-CRY /ObjectinspectorServiet?requestid =ae 1c824£|-| - | [= ]
o
0 e n C rx admin-Root an_U%S Logoff
p admin-Root@Root E Save Settings
“ Security Realms § Foot
Is A
= - .
B 2 dministration 88 Root - Security Realm X
& UOM= Edlt  isw
(i
a4 Codes
& anaral 5':'5 taim
rﬁ Sec Rea
E -
Bb Policies Name: Root
E'iﬂ irity Subiects Dezcription: Root realm
Principais
7] = Hew Edit Wiew
August, 2007
. — — [H [] name = subject = Lastioginat — Disabled —  Descrpt
Sm Administrators Admin
8 . . 812712007 .
. = admin-Root admin-Root 11214 PM RootW
“ "E admin-Root.User admin-Root Rootiy
- B,  admin-Standard admin-Standard F‘.Ul:lt"n"li[v]
<] | 3]
http:/f127.0.0. 1:3080 /opencrx-core-CRY [ObjectIinspectorServlet?requestid=ae 1c8240-5490-11dc-a 1b3-e308efa000118e...

Figure 14: Click on bread crum entry Security Realms
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Next you click on the icon of the Realm Default. Your screen should now look
as follows:

& openCRX - Default - Security Realm - Mozilla Firefox [=1>%)
File Edit WView History Bookmarks Tools Help
¢| - - IE] ﬁ:r |G htn::ﬂlZT.U.U.1:8UBUfupencrx—corE—CR}thbjectInspectorSerulet?requesﬂd=?dd34UaU-| 1I"| P']

admin-Root en_U% Logoff

(_ opencrx

admin-Root@Root E Save Seftings

“ Security Realms = Default

5 . .
®8 Agministration gs Default - Security Realm X
E UO= Edit  iew

38 Cod

| e

» ~ooes General | | Zystem | | =

Ll Security Realm

&

BB Security Policies Name: Default

B cecurity Subjects Description: Login Realm

lﬁ Hiztory

Prncpals
Hi Q\ Mew  Edit  View ]

B August, 2007

: Tadg : [M ] name = Subject = Lastloginat = [Msabled — Description —
W = i Thue ‘Wied Th Fri == o

2l : ‘ Sm Administrators Administrat
33 2 : 7 ?E admin-Root admin-Root admin-Root
34 3 z = I3 4 2 & . .

—| - = - = admin-Standard  admin-Standard Defaulthadr
LI44E PM CEST Sm Uzers Uzers

Done

< | i | [l]
/]

Figure 15: Realm Default
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Select the creator menu New > Principal as shown as shown below:

@ openCRX - Default - Security Realm - Mozilla Firefox = |0

File Edit WView History Bookmarks Tools Help

Q‘J - - @ ‘[:j | htn:u:ﬂ:lZ?.D.D.1:BDBDpoenUx—curE—CR}{,u"DbjEctInspecmrSErvlet?requestId=?dd34[]30-| v| [i‘*]

.
Fy

admin-Root en_U% Logoff

opencrx

admin-Root@Root E Save Settings

“ Security Realms = Default

w0 A dministration g= Default - Security Realm X
E UoM= Edit  Wiew

00

140 Codes

& Ganeral || &stem || *
i Security Realm
E i T

Bbl Security Policies Name: Default

o8 Security Subjects Description: Login Realm

|E| Higtory

Principals
b =N Hew Edit  View -5
August, 2007 o
Todey [M ] Hame = Subject = B user Descrption =
- T ; T : =
=
Sm Administrators S Frinctpsl Adminiztrats
: B Frncipal o
3 ?E admin-Root admin-Root e admin-Root
- B admin-Standard  admin-Standard Defaulthadr

vl

< | i | (2]

http:ff127.0.0. 1:8080 fopencrx-core-CRX [ObjectinspectorServiet?requestld =7dd 340a0-549 1-11dc-a 1b3-2308=fa000118=...

Figure 16: Create a new Principal
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You need to link this Principal with the previously created Subject. Type guest
into the field Subject and then select guest [guest] from the autocompleter's
drop down menu as shown below:

& openCRX - Untitled - Principal - Mozilla Firefox Mi=[<
File Edit Wew History Bookmarks Tools Help

@ - - 'Q_J ﬁj htip://127.0.0. 1:53080 /opencrx-tore-CRY /ObjectInspector Servletirequestld =8460cdc0- | v | [

openCRX v1.11.0 (CRX) - Change edit-header.html in ocrder to customize thiz header

0 e n C rx admin-Root en_Us
p admin-Root@Root E
Untitled - Principal

Ganaral Fypstam

Na-me: Dizabled: |:|

Subject: gu Q, De=cription:

Last login at: guest [guest] EIE

Dnalifer: (musd be unlgue, Le. leave unchanged unless o knowW Wit you are dalng.)

WIPOKFSSEdyhuOMITEAAED

Save Cancel

Change edit-note.html in order to cuztomize this note

openCRX v1.11.0 (CRX) - Change edit-footer.html in order to customize this footer

¢ | 1 EY
Dione (/]

Figure 17: Select Subject guest from the drop down menu

Please note that just typing the word guest into the Subject field is
not sufficient. You must select the appropriate Subject from the
Importal! 4 r-op down menu that contains all Subjects that match the string
you typed into the Subject field (depending on the speed of your
server you will see the drop down menu before you have finished
typing - that is OK, just select the appropriate Subject from the drop
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down menu)

Next you enter the Principal name (which will be the user/login id) of the
Principal into the field Qualifier (e.g. guest as shown in the figure below):

& openCRX - Untitled - Principal - Mozilla Firefox M=%
File Edit WView History Bookmarks Tools Help
€ -D-@ U B

http:f{127.0.0, 1: 83080 /opencrx-core-CRY ObjectInspectarServiet?requestld=8460cdc0- | ¥ | [}]

openCRX v1.11.0 (CRX) - Change edit-header.html in order to customize thiz header

0 P e n C r-x admin-Root en_Us

admin-Root@Root E

Untitled - Principal

Ganaral | System

Principai

Mame: Dizabled: |:|
Subject: guest [guest] O\ Dezcription:

Last login at; i

Duslifier | e wnikgue, L2 ke unchEmged Unless o know winat you are aoing )
guest

Save | Cancel

Change edit-note.html in order to customize thiz note

openCRX v1.11.0 (CRX) - Change edit-footer.html in order to customize thiz footer

<]

i ”L]

http:/f127.0.0. 1:8080 fopencrx-tore-CR¥ [ObjectinspectorServiet?requestid =8460cdc0-549 1-11dc-a 1b3-2308efal00 1 18e. .

Figure 18: Change the Principal's Qualifier to guest
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Next you click Save to store this new Principal. In the grid Principals you
should now see 2 Principal Groups (Administrators, Users) and 3 Principals
(admin-Root, admin-Standard, and the newly created Principal guest):

7 =1
T—
& openCRX - Default - Security Realm - Mozilla Firefox M=)
File Edit WView History Bookmarks Toaols Help
Q‘j - - lé_:] ﬂj | http:ff127.0.0, 1:SDBDpoencrx-|:|:|re-CR.‘ﬂifOI:ujectInspecb:urServlet?requesﬂd=5?GaEI:IaI:I-| b | [F]
3
0 e n c rx admin-Root en_U3 Logoff
p admin-Root@Root E Save Settingz
“ Securitv Realms = Default
g= Default - Security Realm X (o]
™ Adminiztration Edit  View
=
e 0=
040 Principal: guest [Edif]
140 Codes
g P D=
=ECU HEead Ganaral | | fystem
Bbl Security Policies
BE N )
Security Subjectz Mame: Default
|E| Hiztory De=zcription: Login Realm
Principals 7
1] = Hew Edit iew
August, 2007
Tads [H ] nams = subjsct = Lastioginat = Msabled =  Descriphion —
L] = T et T =
Sm Administrators Adminiztrati
?E admin-Root admin-Root admin-Root
o ?E admin-Standard  admin-Standard Defaulthadr
=T ?E guest guest guest W |
Sﬁ Uzers U=zers M
< | I | [*]
Done (/]

Figure 19: Grid Principals with newly created Principal guest
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3.4.3 Make new Principal guest member of group Users

Next you must add the newly created Principal guest to the appropriate

Principal Group. Navigate to the newly created principal (i.e. load it into the
inspector by clicking on its icon).

Start typing Users into the input box of the grid Member of Principal Groups

as shown below:

-

-
& openCRX - guest - Principal - Mozilla Firefox M=}
File Edit Wew History Bookmarks Tools Help
¢| - - lQJ ‘,ﬁ' http://127.0.0. 1:3080 jopencrx-core-CRY ObjectInspectorServietirequestid=aead3590- | ¥ | [&
=
0 e n C rx admin-Root en_Us Logoff
p admin-Root@Root E Save Settings
“ Security Realms = Default = guest
"
B0 4 dministra &, guest - Principal X
E= UOMs Edit  View
040
140 Codes
E_m Ganaral Fpstam
B - o Frimcins
Bh Se Policies Mame: guest Dizabled: il
Be L — N P
i Se Subiects Subject: guest Dre=cription; guest
ﬁ e Last login at:
Mamibsr of Prin 3|F\=_| {Erou s
August, 2007
Tiods Edit
Lz ]
1
— = subjsct — Disablsd = Description = -
<] 5]
Done /]

Figure 20: Add Principal guest to Principal Group Users — Step 1

As soon as the drop down menu of the autocompleter appears, select the entry

Users [Users].

Please note that just typing the word Users is not sufficient. You
must select the appropriate Principal Group from the drop
down menu of the AutoCompleter.

Imporiant
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Tin

Normal users should be added to the principal group Users, segment
administrators should be added to the principal group

Administrators).

Consult the openCRX Admin Guide for additional/more detailed

information on principals and principal groups.

To actually add the Principal Group Users you still need to select the menu Edit
> Add Object and click on it as shown below:

7 ]
& openCRX - guest - Principal - Mozilla Firefox M=
File Edit WView History Bookmarks Tools Help
¢| - - l.f' ﬁ http:/f127.0.0. 1:3080 fopencrx-core-CRY /ObjectInspectorServiet?requestid=aead3590- | ¥ | [
3
0 e n C rx admin-Root en_U% Logoff
p admin-Rooti@Root E Save Setlings
“ Security Realms = Default = guest
.
- [U——— &, guest - Principal X
E LUOM= Edit  View
040
140 Codes
% Eanaral Fystam
. L mnoad S
BB Security Policies Mame: guest Disabled: il
& _— S
[ jects Subject: guest Die=cription: gﬂuest
ﬁ T Last lngin at:
Mamibsr of Prin 3|F~E| Erou pE
August, 2007
—— Edit
= T d T F1 S Add object [ | =
Remove ol rs] E
] Hams = subject = Disabled = Description = [ |
o CoC <] a1
http:/f127.0.0. 1:8080 /opencrx-core-CRX (ObjectInspectorServie tPrequestld =aead 3590-5492-11dc-a 1b8-e308efali0 118e... D

Figure 21: Add Principal guest to Principal Group Users — Step 2

You cannot just type Users into the input box - you must use the
AutoCompleter or the Lookup Inspector to select the appropriate

Principal Group before executing Add Object.
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Finally, this principal group should show up in the Grid Member of Principal
Groups as shown below:

- —
& openCRX - guest - Principal - Mozilla Firefox M=)
File Edit Wiew History Bookmarks Tools Help
@ - - @ ﬂj | http:/f127.0.0. 1:3080 /opencrx-tore-CRY /ObjectinspectorServiet?requestld =aeas 3590- | ¥ | [= ]
=
admin-Root en_Us Logoff
0 p e n c rx admin-Root@Root E Save Settings

“ Security Realms = Default = guest

#90 4 dministration &5 guest - Principal X
E UOM= Edit  View
18 Codes
s Ganeral | | Systam
& - o
Security Rea
B Principal
BB Security Policies Mame: guest Dizabled: eill )
BE Security Subjects Subject; guest Description: gauest =
ﬁ Lt Last login at:
Mamib=r of Principal Groups
August, 2007 cart
'..-: = T i T = |
I [] Name — subjsct = Disabled — Description —
= 2. Users Users
a s
v
4| I | [
Done (/]

Figure 22: Add Principal guest to Principal Group Users — Step 3

That's it for admin-Root. You can now log out by clicking on Logoff.
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3.4.4 Segment Administrator creates new Contact

Enter admin-Standard into the field Username and then enter adminSecret
into the field Password (you may have chosen a different password, i.e. enter
the password you chose during installation/configuration of the application
server):

-

& openCRX - Login - Mozilla Firefox M=)
File Edit W\iew History Bookmarks Tools Help
<3'3| - - LQJ ﬁ http:/f127.0.0. 1:3080 /opencrx-tore-CR¥ Login.jsprlocale =en_LUS | [
A
openCRX vi.11.0 (CRX) - Change login-header.html in order to customize thiz header —
Login &n_Us - English [Unitsd Statss)
Usernames: admin-Standard
Paszword: - Login
Change login-note.html in order to customize thiz note
v.
Done 0

Figure 23: First login with admin-Standard / adminSecret

Click the button [ tegin | to start the login process.

If you can't get past the login screen (with the correct Username and
Password, of course) and the Warning “"Browser must accept cookies”
keeps showing up need to verify your browser settings related to
cookies. If you have installed a personal firewall (e.g. ZoneAlarm)
you also need to verify those cookie settings. The application server
must be able to create/set a session cookie.

Tin

Please note that no charts are displayed when a users logs in for the
first time. Activate charts by executing the operation View >

Tin Recalculate and Refresh.
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As Segment administrator you first have to create a new Contact in the
package Accounts for the new user guest. To do so, click on the package
Accounts in the root menu and then select the creator menu New > Contact as
shown in the figure below:

“ Accounts

A R a® Accounts
mm Account= Flis Edit Wiew  Actions acurlty  \WWizards Reports
H Ascounts Acoount Groups Compstitors : EETHNE arch Ao UNTsEADd raseaE
W
Il - | =N Mew Edit  View
B M [] Fulnems = AliEE NAMS = f Contact

. 58 o
W=, o] admin-Standard, Legal Entrty
i ?m Unspacified sccount
—* Fnre=
- mm Group

Figure 24: Create new Contact — Step 1

This brings up the form for new contacts. Enter guest into the field Last name
(feel free to provide additional information, but don't change the Qualifier,
which is generated automatically by openCRX, unless you know exactly what
you are doing):
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ii openCRX - Untitled - Contact - Mozilla Firefox

mEx<]

File Edit WVew History Bookmarks Tools Help

@ - - E ﬁ} | C http:/f127.0.0. 1: 8080 fopencrx-core-CRX, ObjectInspectorServiet?requestld=b 557 1b 70 | A | [= ]
openCRX v1.11.0 (CRX) - Change edit-header.html in order to customize this header [i
admin-Standard en_Us
C 0 p e n C rx admin-Standard@Standard E

Untitled - Contact

Ganaral | | Dstalls || Acoount 5]'5-1:—:!'1'. -

Person

Salutation code: HiA [i]
Salutation:
First Mame:
Middle Name:
Last Mams:
Suffo

Mick Name:

guest

Aliaz name:

Coreact Informacion
Preferred method: MNiA

Spoken language: Ni&A
Written language: NiA

Mo E-Mail: |:|

R &[]

Job Title:
Job Role:
Organization:

Department:

Picture:

Mo postal mail:

Mo bulk postal mail:

Do not phone:

Do not fax:

Reports to:

Perzon’z azsiztant:

Perzon's deputy:

OoOood

PPpP

Camifier: (must be thlge, Le. lesve Wncianged Uikess you know What you are doing._)
FihZcF SVEdyhuOMITEAAEDQ

SEv.rf.lh Cancel

Change edit-note.html in order to customize thiz note

<

http:/f127.0.0. 1:8080 fopencrx-core-CRY [ObjectinspectorServiet?requestid =b 557 1b70-5494-11dc-a 1b&-2308=fa000 118, ..,

Figure 25: Create new Contact - Step 2

Next you click Save to store this new Contact. This takes you back to the

Account grid.
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3.4.5 Segment Administrator creates new User

Click User Homepages and select the operation Actions > Create User... which
allows you to create and initialize a new user. Set the fields to the values as
shown below - type guest into the field Principal name, use the Lookup
Inspector or the autocompleter to fetch values for Contact and Primary user
group (note that you must either fetch values with the Lookup Inspector or
select entries from the autocompleter's drop down menu for the parameters
Contact and Primary user group, i.e. it is not sufficient to just type some text
into these fields), and then type a password (e.g. guest) into the fields Initial
password and Password again:

3 openCRX - User Homepages - User Homepages - Mozilla Firefox E]@
File Edit WView History Bookmarks Tools Help
'Qfl - - n{“' ﬁ http://127.0.0. 1:8080 jopencry-core-CRX /ObjectInspectorServietirequestid=94330f | = | [@
admin-Standard
opencrx I o
admin-Standard@Standard Save Settings

.S

b

el Principal name: guest

ER Contact: guest, [guest] Q,

!E Primary user group: Users [Users] O\

= Initial pas=word: frasEr

[ﬂ] Pazzwaord again: e

P O— R
Il :Standard]

- oK % [ Cancel

E £ > :

http:/f127.0.0. 1:3080 /opencrx-core-CRY fObjectinspectorServlet?requestld =94320f50-5495-11dc-a 1b8-e308=fz00011...

Figure 26: Create new User

Passwords are stored in the table security_Credential. If you do not
have the login module of your application server configured to access
the table security_Credential then the setting of the passwords in
openCRX has no effect (with JBoss, for example, you can edit the files
users.properties and roles.properties to add users).
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Next you click OK to execute the operation Create User which creates the User
named guest. The result of executing this operation should look as follows:

7 S
3 openCRX - User Homepages - User Homepages - Mozilla Firefox g@
File Edit WView History Bookmarks Tools Help
‘3’3 - - @1 ﬁj http://127.0.0. 1:3080 fopencrx-core-CRY [ObjectInspectorServietirequestld=i | | [&
R
0 e n C rx admin-Standard en_U% Logoff
P admin-Standard@Standard E Save Settings
“ llzer Homepages
"
Bl i+ omenace @ User Homepages X
iﬂﬁ Accn = Edit ‘View  Actlons Sacurity
] - __ h Status: o
o Status mes=age:
B Products Created UzerHome guest, [Edit]
2.
Documents E
n Bu ge Lisar Homes
B Forecasts M =N View
-
0 U0ks [l [] contsct = Primary Usar Group =  E-mall subjsct praflc =  Uisb ac
b e
L = ARLE ﬁ} admin-3tandard, Adminiztrators [CRX:Standard]
g
“::' wHEEE ﬁ} guest, =zers [CR¥:Standard]
B orkflows
2&r Homepages o
2] _ _— e
a0 Sec Realm . I 5
Done (/]

Figure 27: Result of operation Create User

The grid User Homes contains now 2 entries: admin-Standard and guest.

Congratulations! You have successfully created the new user guest. The new
user should now be able to login. You can verify this by disconnecting and
reconnecting with Username guest and Password guest.

You can usually fix corrupt data of an existing user by creating this
user's homepage again - note, however, that the respective user's
personal settings are reset to default values by executing the
operation Create User.

Tin
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4 Next Steps

Now that you have successfully installed and configured openCRX you might
want to have a look at some of the additional documentation published at
http://www.opencrx.org/documents.htm.



http://www.opencrx.org/documents.htm
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