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About this Book

1 About this Book
This book describes the installation of openCRX for Sun Application Server 8.2.

1.1 Who this book is for

The intended audience are openCRX and application server system
administrators.

1.2 What do you need to understand this book

This book describes the installation of openCRX for Sun Application Server 8.2.
The book assumes that you are familiar with Sun Application Server 8.2
administration and deployment concepts.

1.3 Tips, Warnings, etc.
We make use the following pictograms:

Information provided as a “Tip” might be helpful for various reasons:
time savings, risk reduction, etc. - it goes without saying that we
Tin advise to follow our guides meticulously

meticulous \muh-TIK-yuh-luhs\, adjective:
Extremely or excessively careful about details.

You should carefully read information marked with “Important”.

Ignoring such information is typically not a good idea.
Imporiant

Warnings should not be ignored (risk of data loss, etc.)

W
arming
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2 Prerequisites

As a first you must download and install the following software:

e Install Sun Application Server 8.2.

e Download openMDX from here
(http://sourceforge.net/project/showfiles.php?group id=75132).

e Download openCRX from here
(http://sourceforge.net/project/showfiles.php?group id=95219).

Sun Application Server 8.2 comes with JRE-1.5. Download the JRE-
1.5 version of openCRX and openMDX (e.g. opencrx-1.11.0-
Imporiat  -5re, CRX.jre-1.5.zip).

Before you can install openCRX for SunAS you must install the
database as described in the openCRX database installation guides. If

Imporiat 65 have successfully installed the openCRX database you are ready
to continue with the Sun Application Server 8.2 setup.
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3 Installing openCRX for Sun Application Server 8.2

After installing Sun Application Server 8.2 you should be able to start and stop
it and launch the Administrative Console as shown below:

T == [ weerane N seesTramon I ocour N r=e

User: system Server: localhost Domain: domainid

Sun Java™ System Application Server Admin Console

Sun™ Micrasystems, Inc.

(4" Common Tazks Welcome to the Sun Java™ System Application Server

E Application Server

« O3 Applicstions Commaon Tasks an
Enterprise Appli
a P i Search Log Files Quidk Start Guide
[E Web Applicaticr Search the log files of your application server instances. Basic steps for starting the spplication
) o ) server, and padkaging and deploying
[Ed EJB Modules Deploy Enterprise Application (.ear) applications. |t also provides
An enterprise application is padkaged in an EAR file, & type of archive file that information sbout the Admin Console
[ Connector Modt contains any type of J2ZEE standalone modules, such as WAR and EJB JAR and command-line tools.
. files.
Lifecycle Madul
E Lifecycle Modu . o Administration Guids
53 Ape Client Mod Deploy Web Application {.war) How to oreate server instances and
A 'Web spplication is padiaged in 8 WAR file, 8 type of archive file that clusters, how to configure them, and
- ﬁ Resources contains components such as serviets and JSF pages. how to deploy applicaticns to them.
3 JOBC Create New JOBC Connection Pool Developers Guide
A connection pool is used to provide database acoess to deployed How to configure your applications for
&: Persistence Mar applications.

deployment.

4 Q JIS Resources View Monitoring Data
[ JavaMsil Sessic Monitor varicus aspects of the application server.

| L]

4 ﬁ Connectors

» [z Configuration

Figure 1: Sun Application Server 8.2 Admin Console.

The openCRX installation requires the following steps:
e Configure properties for the JVM required by openCRX and openMDX.
e Create and configure the datasource to access the openCRX database.
e Configure security.
e Deploy the openCRX application enterprise archives.
e Start and test openCRX.
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4 Installing Libraries

As a first step you must install the openMDX and the database libraries and
make them available to SunAS. You can do this by copying the libraries to the
directory ./Sun/AppServer/lib.

e openMDX. Copy openmdx-kernel.jar to the directory
./Sun/AppServer/lib.

e Database. If you are using PostgreSQL as database copy postgresql-
8.1-407.jdbc3.jar to ./Sun/AppServer/lib. For other databases copy the
corresponding driver library file(s) to this directory.
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5 Configuring the Java Virtual Machine

Now you must add options to the JVM configuration. Navigate to Application
Server > JVM Settings Servers > JVM Options as shown below:

General

JWM Settings

Logging

Monitor

Adwvanced

General |  Path Settings JVM Options Profiler

JVM Options

Manage JVM options for the server.

Save J

[ Add JVM Option || Delet= |
| Value . |

O |-li=nt
I:l I-D com.sun.enterprise. config. config_envirenment_factory_class=com.sun.enterprise
I:' I-D com.sun.enterprise. taglibs=appserv-jstl jar,jsf-imgl jar
I:' I-D com.sun.enterprise. taglisteners=jsf-imgl .jar
D I-Djava.endm&ed.dirs=5{mm .sun.aas.instal|Root)ylib/endorsed
I:l I-Dja\ra .ext.dirs=8{com.sun.aas javaRoot)jre/lib/ext3{path. separator} 3{com.sun.aas.
I:l G—Djava.pr{}t{}ml.ha ndler. pkgs—org . openmdx.kernel. url protocol ]
D I-Dja\ra.semrit'_-.r.a uth.login.config=3%{com.sun.aas.instance Root) config/legin. conf
I:l I-Djmra security. policy=%{com.sun.aas.instanceRoot)/ config/server policy
I:' I-Djavax. management.builder.initial=com.sun.enterprise. admin.server. core. jmx.Ap
I:' I-Djavax. net.ssl keyStore=%{com. sun.aas. instanceRoot) config/keystore jks
I:' I-Djmrax. net.ssl trustStore=%{com.sun. aas.instanceRoot) config/cacerts. jks
D I-Djd be.drivers=org.apache. derby. jdbo. ClientDriver
I:l -Dorg.openmdx. compatibility. base.application. j2ee domain=apps
I:l I-D{}rg .openmdx. compatibility. base application.j2ee server=server
D -Diorg.openmdx. leg. config.filename=%{com.sun.aas.instance Root) config/ddomain 1
I:' I-DE-IJI'I rmi.dgeo server.golnterval=3800000
O |-xmxs12m
] |- NewRstio=2

Figure 2: Configure the Java Virtual Machine.
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Add the following options:
e -Dorg.openmdx.compatibility.base.application.j2ee.domain=apps
e -Dorg.openmdx.compatibility.base.application.j2ee.server=serverl

e -Djava.protocol.handler.pkgs=org.openmdx.kernel.url.protocol

e -Dorg.
openmdx.log.config.filename=${com.sun.aas.instanceRoot}/config/dom
ainl.log.properties

Create the file ${com.sun.aas.instanceRoot}/config/domainl.log.properties
using a text editor with the following content.

Listing 1: Listing of domainl.log.properties.

# Log properties

ApplicationId = SunAS-domainl

LogLevel = warning

LogFileExtension = log

LogFilePath = C:/pgm/Sun/AppServer/domains/domainl/logs

java.LoggingMechanism = SharedDatedFileLoggingMechanism

Adapt C:/pgm/Sun/AppServer/domains/domainl/logs to your

environment!
Importam

Before you continue you must restart (stop and start) SunAS. The
newly configured libraries and environment variables only become

Imporiant 5 tive after restarting SunAS.
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6 Configuring server.policy

In the file ${com.sun.aas.instanceRoot}/config/server.policy modify the line
shown in Listing 2 to the line shown in Listing 3.

Listing 2: File permissions in server.policy before modification.

permission java.io.FilePermission "<<ALL FILES>>", "read,write";

Listing 3: File permissions in server.policy before modification.

permission java.io.FilePermission "<<ALL FILES>>", "read,write,delete";
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7 Configuring the Datasource

openCRX requires the configuration of a JDBC datasource to connect to the
openCRX database. You can do this a follows:

Navigate to Resources > JDBC > Connection Pools and create a new
Connection Pool as shown below:

Application Server = Resources = JOBC = Connection Pools

Create Connection Pool

|[dentify the general settings far the connection poal.

General Settings

* Name: |CR}{

Resource Type:  [javax sgl.ConnectionPoolDataSource |

Database Vendor: | w

Figure 3: Create a Connection Pool.

For PostgresSQL fill out the fields as follows:
e Name: CRX
e Resource Type: javax.sql.ConnectionPoolDataSource

e Database Vendor: -
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On the next page you must enter the

e Datasource Classname. For PostgreSQL set the value to
org.postgresql.jdbc3.Jdbc3PoolingDataSource as shown below:

Application Server = Resources = JDBC = Connection Pools

Create Connection Pool

Feview the connection pool general settings before proceeding.

General Settings

Mame: CRX
Resource Type: javax. sgl.ConnectionPoolDataSource
Database Vendor:

* Datasource Classname: org.postgresgljdbc 3 Jdbe3PoolingDataSource

Yendor-specific classname that implements the DataSource andior XADbataSource APls

Figure 4: Enter the data source class name.
Additional Datasource Classnames:

e MS SQL 2005:
com.microsoft.sqlserver.jdbc.SQLServerConnectionPoolDataSource
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Click Next and enter the database-specific properties as shown in Figure 5. For
PostgresSQL fill out the fields as follows:

e databaseName: CRX-CRX

e serverName: /ocalhost

e port: 5432

e user: postgres (user which is allowed to access the database CRX-CRX).

e password: password of the specified database user.

Properties

Additional Properties (8)
Add Property | Delete Properies

Name Value
O [vatabasename [CRM-CRX
O |senrerName |I|:|calh|:|st
O [pont 5432
O |nehﬁmrkF'rntncnl |
. |user |pnstgres
L |passwnrd |managerElEI
O |rDIeName |
O IdataanurceName I

Figure 5: Specify the database-specific properties.
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Next you must create a JDBC resource. Select Resources > JDBC > JDBC
Resources and then click New. Enter the values as shown below:

e JNDI Name. jdbc/opencrx_CRX.

e Pool Name: Select the previously created connection pool CRX in the
drop-down.

Application Server = Resources = JDBC = JDBC Resources

Create JDBC Resource (oK [ cancel |

Whenyou create a JDBC resource, you specify a unigue JMDI name that identifies the resource

* Indicates required field

* JNDI Name: | jdhciopencr_CRX

ze the Connection Pools page to create new pools

Description: |

Status: [¥] Enabled
Figure 6: Create a JDBC resource.

The datasource configuration is now complete.
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8 Configuring Security

openCRX requires that each user is properly authenticated. This allows
openCRX to correlate a session to user-specific application data and to perform
access control. openCRX does not support non-authenticated sessions. Go to
Configuration > Security > Realms > file > Manage Users as shown below:

Application Server = Configuration = Security = Realms = file

Edit Realm

Edit an existing security realm. Use the Manage Lsers hutton to create or modify user accounts for file realm users.

Realm: file
Select & repository where the server stores user and group information

* Class Name: ||:|:|m.sun.enterprise.security.auth.realm.ﬂle.FiIeHealm
Specity the clazz name far the realm you want to creste

[ mManage Lsers... \I

Additional Properties (2)
Add Property | Celete Properties

Name Value
O |ﬂ|e |${c|:|m.sun.aaS.instanceRnnt}IcnnﬂgIkemle
O Ijaaa-cnntext IﬁIeF{eaIm

Figure 7: Manage users.
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In the Manage Users screen click New to add the user guest as shown below:

Application Server = Configuration = Security = Realms = file

Create File Realm User (oK [ cancel |

Creates new user accounts for the currently selected security realm.

*Indicates required field

* User ID: Igueat
Mame of a uzer to be granted access to this realm

* passwori: |*‘“"‘*

* Confirm Password: I*‘“‘*‘*

Group List: |DpenCn{User

Separate multiple groups with commas

Figure 8: Add user guest.

Make the user member of the group OpenCrxUser. openCRX defines the
following security roles:

e OpenCrxUser and OpenCrxAdministrator. Users who are member of
OpenCrxUser or OpenCrxAdministrator are able to login to the web
application.

e OpenCrxRoot. Root users who are member of OpenCrxRoot are able to
login to the web application.

Be careful that you add to the group OpenCrxRoot only users who
should have openCRX root privileges. The openCRX standard

Imporiat  -onfiguration assumes that you add the user admin-Root to the group
OpenCrxRoot, the user admin-Standard to the group
OpenCrxAdministrator, and the user guest to the group OpenCrxUser.
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The roles are defined in the deployment descriptors of the application
enterprise archives. In a next step add all the users who should have access to
openCRX. At least add the following users:

e guest: group list = {OpenCrxUser}
e admin-Standard: group list = {OpenCrxAdministrator}

e admin-Root: group list = {OpenCrxRoot}

Finally, the users list should look similar as shown below:

Application Server = Configuration = Security = Realms = file

File Users

LiManage user accounts for the corrently selected security realm.
Current Users (4)

[ [T | Delete

| User ID - | Group List
[]  admin-Standard CpenCreddministrator
F guest QpenCrallser
] admin-Root CpenCreRoot

Figure 9: List of users who have access to openCRX.
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9 Deploying openCRX
openCRX comes with two enterprise application archives (EAR):

e opencrx-core-CRX-App.ear. Contains the openCRX server components,
i.e. Enterprise Java Beans.

e opencrx-core-CRX-Web.ear. Contains the web application for openCRX
users.

In a first step you deploy opencrx-core-CRX-App.ear. Select Enterprise
Applications and then click the Deploy button to select the EAR file as shown
below:

Application Server = Applications = Enterprise Applications

Deploy Enterprise Application

Specify the location of an application to deploy, Applications can be in packaged files, such as .ear, ar in the stand:

Location: (&) Specify a packaoe file to upload to the Application Semver.
File To Upload: | [ Durchsuchen..: |

O Specify a packaoe file ar a directory path that must be accessihle from the sener.

File Or Directorny: | |

Datei uploaden

Lok in: | I3 deployrnent-unit w | 0 j" o mv
Y \“fopencry-core-CRX-Anp.ear
{ :3 |j opencrx-core-CRX-Web.ear
by Recent
Docurments
‘g File name: |Dpencr:-:-ccure-EHK-.ﬁ.pp.ear w | [ Open ]
by Metwork, | Files of type: |.-‘-‘-.IIE D ateien w | [ Cancel ]

Figure 10: Deploy the opencrx-core-CRX-App EAR.
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Click Next and accept the default values in the next screen as shown below:

Application Server = Applications = Enterprise Applications

Deploy Enterprise Application

General

File Name: opencrE-core-CR¥-App ear

# Application Name: | opencr-core-CRE-App

Virtual Servers: | SEfet

Azzociates an internet domain name with a physical server
Status: [«] Enabled
If Exists: []Redeploy

Fedeploy it application with zame name exiztz in deployved list
Run: []werifiar

Perform detailed verification before deploying
Precompile: []JePs

Precompile JSPs; deploy only resulting class files

Description: |

Add a descrigtion of the component

Advanced

Generate: [ | RMIStubs
Generate static Bhl stubs and put in client jar

Figure 11: Accept the default values in deploy enterprise application.

Click OK in order to deploy the application.

The deployment process must pass without any errors and warnings.

If the deployment process fails openCRX will not start.
Imporiant
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Next you must install the web application opencrx-core-CRX-Web.ear. The
process is the same as described previously for the opencrx-core-CRX-App.ear.
However, in the Deploy Enterprise Application screen select the option
Precompile JSP as shown below. The web application contains Java Server
Pages which must be precompiled during deployment.
N

Application Server = Applications = Enterprise Applications

Deploy Enterprise Application

General

File Name: opencr-core-CRESAeD ear

* Application Name: | opencr-core-CR¥-Weh

Virtual Servers: I Serer

Azzociates an internet domain name with a phyzical zerver
Status: [+] Enahled
If Exists: []Redeplay

Redeploy it application with zame name exists in deployed list
Run: []*erifier

Perfarm detailed verification before deploying

Precompile: iwiJSPs

Precompile J=Ps; deploy anly resulting class files

Description:

Addd a descrigtion of the component

Advanced

Generate: [ |RMIStubs
Generate static RMI stubs and put in client jar

Figure 12: Deploy the openCRX web application. Select Precompile JSP.

The deployment process must pass without any errors and warnings.

If the deployment process fails openCRX will not start.
Important
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10 Final Steps

Before you proceed to the openCRX QuickStart guide make sure that you have
deployed and enabled the applications as shown below:

Application Server = Applications = Enterprise Applications

Enterprise Applications

An enterprise application is a J2EE application in an EAR (Enterprise Application Archive) file or directary
Deployed Enterprise Applications (2)

| Deploy..,

(] | Application Name - | Enabled - | Location
i Ll opencre-core-CRy-App frue $leom.sun.aasinstanteRootiapplicationsiiZe e-appsfopentre-core- CRE-App
! O opencrecore-CRA-Web frue ${com.sun.aas.instanceRootfapplicationsij2e e-apps/opencnecone-CRA-YWeh

Figure 13: The openCRX applications must be deployed and enabled.

The application is initialized the first time a user calls the login page. If the
startup fails you should consult the following log files:

e SunAS logs. Located in Sun\AppServer\domains\domain1\logs.

e openCRX SunAS-domainl.shared...log. Located in
Sun\AppServer\domains\domain1\logs and contains the openCRX
application log files.
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